Chapter 7 Inform to Influence Activities

7-1 Inform to Influence Activities

1. GENERAL

a. Purpose. These Standard Operating Procedures describes how the G7 Directorate is established, equipped, and organized to plan, prepare, execute, and assess IIA in support of 18th Abn Corps operations.

b. References:

(1) Field Manuals:

(a) FM 3-0, Operations, June 2001

(b) FM 3-13, Information Operations, (Signature draft) June 2012
(c) FM 5-0.C1, Operations Process, March 2011   
(d) ADP 6-0, Mission Command, May2012
(2)  Joint Publications:
(a) JP 3-13, Information Operations, February 2006
(b) JP 5-00.1, Joint Doctrine for Campaign Planning, January 2002

c. G7 Directorate Mission:  During exercise and contingency operations, the G7 directorate integrates, coordinates, and synchronizes information-related capabilities into the commander’s overarching operation plan.  
d. Concept of Support:
(1) The G7 Directorate is an integral part of the battle staff and its main function is to plan for and execute Information Operations within the Information Environment in order to favorably shape the Operational Environment IAW the commander’s intent, objectives, and goals.  This is accomplished primarily by focusing IO core, supporting, and related IO activities - as outlined in Army IO Doctrine - into a single comprehensive operation that supports Corps operations while achieving measurable and desired effects.

(2) The G7 Directorate's primary functions are to plan, prepare, execute, and assess IO.  IO is characterized by centralized planning and decentralized execution.  Planning and preparation are conducted in coordination with all the members of the IOWG (see p.14), as well as with representatives of the IO-related capabilities of Civil Affairs (CA) and Public Affairs (PA).  Execution of IO is conducted by using both supporting and subordinate level assets and is monitored by G7 current operations section.  Assessment of non-lethal effects is an ongoing process and is accomplished utilizing all available resources across the XVIII ABC staff. 

(3) IO is incorporated and synchronized with all maneuver operations via the Military Decision-Making Process (MDMP) and the Decide, Detect, Deliver, and Assess (D3A) targeting process.  See FM 3-13 Appendix A and the XVIII ABC BMC and FSC SOPs for further guidance.  Intelligence support to IO is based on intelligence preparation of the battlefield.  

2.  SECTION ORGANIZATION AND RESPONSIBILITIES
a. G7 Directorate Organization.  The G7 Directorate is a major functional component within the corps staff.  The G7 Directorate requires augmentation to perform its many contingency and war-time functions and operations,  Augmentation requirements are tailored to the type and duration of each mission and the role of the Corps.  The 18th Abn Corps organized as a JTF or a Land Component Commander requires significantly more augmentation.  The G7 Directorate may request a Corps MISO Support Element (CPSE) and a Field Support Team (FST) for every operation from USACAPOC and 1st IO Command (Land) respectively.   When organized as a JTF, the request for an Information Warfare Flight (IWF) from the USAF may prove beneficial in meeting the commander’s operational objectives.

(1) Manning and augmentation requirements for the 18th Abn Corps organized as a subordinate unit or as an ARFOR are as follows: 

Title



Grade
MOS
Organization
Position_______
IO Chief


O-6
30A
18 Abn Corps
G7 Directorate

IO Deputy


O-5
30A
18 Abn Corps
G7 Directorate

Directorate SGM

E-9
37F
18 Abn Corps 
G7 Directorate

Senior PA NCO

E-8
46B
18 Abn Corps
G7 Directorate

IO Current Ops OFC
O-4
30A
18 Abn Corps
OPS day shift

MISO Chief


O-5
37A
18 Abn Corps
G7 Day shift

MISO Planner

O-4
37A
18 Abn Corps
G7 Deception Cell

MISO NCO


E-8
37F
18 Abn Corps
G7 Directorate 

IO Plans Officer

O-4
30A
18 Abn Corps
Plans day shift

IO Targeting Officer
O-4
30A
18 Abn Corps
FSC day shift

XVIII ABN Corps Augmentation                           _______ _

Intel Officer

O-3
35D
18 Abn Corps
G7 Directorate

STO Planner

O-4
30A
18 Abn Corps
G7 Directorate

OPSEC Officer

O-4
30A
18 Abn Corps
G7 Directorate

COCOM Augmentation                                   _______   _

Asst. IO Officer

O-4
30A
COCOM
OPS night shift

Asst. Plans Officer
O-3
30A
COCOM
Plans night shift

Deception Planner
ANY
ANY
COCOM
G7 Directorate/Deception Cell

Asst. Targeting Ofc
ANY
ANY
COCOM
FSC night shift

(2) The manning and augmentation requirements for the 18th Abn Corps organized as a JTF HQ or LCC are as follows:

Title



Grade
MOS

Organization

Position

IO Chief


O-6
30A
18 Abn Corps
G7 Directorate

IO Deputy


O-5
30A
18 Abn Corps
G7 Directorate

Directorate SGM

E-9
37F
18 Abn Corps 
G7 Directorate

Senior PA NCO

E-8
46B
18 Abn Corps*
G7 Directorate

IO Current Ops Ofc
O-4
30A
18 Abn Corps*
OPS Day shift

MISO Officer

O-5
37A
18 Abn Corps
G7 Day shift

MISO Planner

O-4
37A
18 Abn Corps
G7 Deception Cell

MISO NCO


E-8
37F
18 Abn Corps*
G7 Directorate 

IO Plans Officer

O-4
30A
18 Abn Corps
Plans day shift

IO Targeting Officer
O-4
30A
18 Abn Corps
FSC day shift

XVIII ABN Corps Augmentation____________                           _

Targeting Intel Ofc
O-3
35D
18 Abn Corps
FSC day shift
OPSEC Officer

O-4
30A
18 Abn Corps
G7 Directorate

STO Planner

O-4
30A
18 Abn Corps*
G7 Directorate

KLE Ops Officer

O-3
46A
18 Abn Corps
G7 Directorate

COCOM Augmentation_                                                _

Asst. Ops Officer
O-4
30A
COCOM
OPS night shift

Signal Officer

O-2
25A
COMCAM
G7 Directorate


COMCAM (6-8 Pax)

ANY
ANY
COMCAM
G7 Directorate

Deception Planner
O-4
O2A
COCOM
G7 Directorate 

CEMA Officer

O-4
33S4
COCOM
EWCC/IOWG

CEMA Officer

ANY
FA29
COCOM
EWCC/IOWG

Future Ops Officer
O-4
30A
COCOM
G7 Directorate

Intel Officer

O-3
ANY
COCOM
G7 Directorate night shift

Engagement Officer
O-4
30A
COCOM
G7 Directorate

Asst. KLE Ops Officer
ANY
ANY
COCOM
G7 Directorate

KLE Plans Officer
O-4
30A
COCOM
G7 Directorate

Asst. KLE Plans Ofc
ANY
ANY
COCOM
G7 Directorate

CPSE (4-6 pax)

ANY
ANY
USACAPOC
OPS/Plans/FSC/CREAR
* Personnel are identified against Corps TAC manning requirement.

(3) Manning requirements can be adjusted based upon the type and duration of the mission as well as IAW commander’s guidance.  The 1st IO Command, as an Army IO organization, is the primary choice for IO augmentation needs.  Its mission is to primarily support Land Component Commanders, but with adequate notification, it can support the Corps G7 Directorate with a Field Support Team (FST) of 4-6 officers or DoD civilians to assist in the planning for and execution of IO programs and Inform and Influence activities. The Air Force, Navy, DoD Joint agencies, and OGAs also have IO functional area expertise and could potentially provide valuable augmentation to support the G7 Directorate, especially if the Corps will function as a JTF HQ or a Land Component Commander HQ.

b. The following are the duties of the G7directorate:
(1) G7 Chief.  Chief of the G7 directorate is the primary staff proponent for all IO activities.  Directly responsible for all aspects of Information Operations (IO) planning, synchronization, and execution in support of XVIII Airborne Corps operations, contingencies, and exercises across the full spectrum of armistice, crisis, and war.  Provides direction and oversight of all IO and Military Information Support to Operations (MISO) personnel.  As the Director, serves as the lead advisor to the commanding general and operations officer on the integration, synchronization, and coordination of IO to ensure seamless support to all XVIII Airborne Corps lines of operations, efforts, and activities.  Develops corps themes to support the commander’s strategic to operational level lines of operation.  Additional responsibilities include managing XVIII Airborne Corps non-lethal effects, communication working group, and key leader engagements process and working groups. Facilitates the Information Operations Working Group (IOWG); functions as the primary G7 staff coordinator with key staff sections (e.g. G2, G3, G5, G6, PAO, CA, Political Advisor, etc.), the 1st Information Operations Command (Land), as well as higher echelon agencies, coalition force IO representatives, and the international community.  Develops Corps themes to support commander’s strategic to operational- level lines of operation and/or efforts. 

(2) G7 Deputy:  Responsible for the day-to-day operations of the G7 Directorate.  Assists the G7 Chief and acts in his absence.  (See responsibilities of the G7 Chief) .

(3) G7 Directorate Sergeant Major.  Serves as the primary enlisted advisor to the XVIII ABC G7 and Deputy.  During crisis operations, coordinates for, and oversees the expansion of the IO directorate via requests for forces and augmentation.  Coordinates administrative, logistical, and IT support for personnel within the G7 to include augmentees.  Coordinates facilities and support / training locations to support any G7 requirements.  Serves as alternate Security Manager (includes Physical Security and security clearance coordination).  Manages and approves budget requirements and expenditures.  Approves travel and travel vouchers through the Defense Travel System.
(4) Senior Public Affairs NCOIC.  Serves as the XVIII ABC G7 Senior Public Affairs NCO for Information Operations and Civil-Military Operations in a forward-deployed unit; responsible for planning and coordination of host nation events between coalition and HN units, including media coverage; monitors and supports the Good Neighbor Program; leads and develops Soldiers on physical fitness, leadership development, and Warrior Task Training.  Coordinates with XVIII ABC subordinate commands for mission requirements and tasking; manages and coordinates the XVIII ABC communication working group.

(5) Current Operations Officer (Current Ops).  Primary G7 staff coordinator for daily operations.  Monitors and assesses the execution of current corps and subordinate-level commands IIA.  Maintains current operational picture and monitors the status of inform and influence activities throughout the corps area of responsibility.  Oversees the development and coordination of IO intelligence requirements within the ACE to include the development of IO-related intelligence and assessment products.  Ensures that an updated/current IO estimate is properly maintained in order to align IIA with maneuver objectives.  Responsible for monitoring status of available IO assets and resources to include RSOI status for all corps mission sets, i.e., ARFOR, JTF, etc. Responsible for supervising the rapid response cell within the current operations section to provide timely actions and or recommendations to the G7 chief in response to tactical-level events having strategic-level impact.  
(6) Military Information Support Operations Chief (Plans).  Directly responsible for all aspects of information operations MISO planning, synchronization, and execution in support of XVIII ABC operations, contingencies, and exercises across the full spectrum of operations.  Serves as the lead advisor to the G7 chief on the integration, synchronization, and coordination of MISO to ensure seamless support to all XVIII ABC lines of operations, efforts, and activities.

(7) Assistant MISO Officer (Plans).  Serves as the XVIII ABC MISO Planner for the main command post (MCP) and integrates the elements of MISO into the XVIII ABC & CJTF. Responsible for integration, synchronization and de-confliction of MISO in support of the regional command commanding general's campaign plans.  Establish a working relationship with various regional command directorates to ensure seamless MISO integration across all lines of effort.  Coordinate with coalition countries to maximize opportunity to achieve maximum desired effects and provide responsive MISO to the mission.

(8) MISO NCO (Plans).  Serves as G7 Directorate senior Military Information Support Operations NCO.  Responsible for integration and synchronization of core IO capabilities of Military Information Support Operations, Military Deception, Computer Network Operations, Electronic Warfare and Operational Security; monitors and provides operational oversight of current and future operations; responsible for all administrative, operational, and purchase requirements; responsible for proper manning, training and equipping; oversees the G7 Government Purchase card
(9) Information Operations Plans Officer (Plans).  Primary G7 staff coordinator for planning.  Responsible for preparing IO portions of OPLANS and OPORDS to include the IO annex, as well as input to the base plan/order and IO core, supporting, and related capabilities appendices.  Develops IO measures of effectiveness for all IO plans.  Coordinates IO planning efforts with higher and subordinate-level headquarters.  Responsible for overseeing deployment planning for IO-related assets and/or units and formulating requests for forces (RFIs).  Also monitors the status of employment authorities (e.g., MISO approval authority).

(10) Assistant Operations Officer (Current Ops).  Assists the Operations officer with all primary responsibilities.  Performs the duties of the operations officer during off shift coordinating and synchronizing efforts of the XVIII ABC IO Operations Cell. 

(11) IO Intel Officer (Current Ops).  Primary IO staff coordinator for all matters concerning intelligence support to non-lethal IO plans and operations.  Responsible for preparing vulnerability assessment of adversary C2 systems including: targets and methods for non-lethal attack; adversary decision making process; background information on adversary leaders, communicators and decision makers; and IPB of adversary C2 and Information systems.  Coordinates Intelligence support to MILDEC operations.  Responsible for developing and submitting Requests for Information (RFI) to the G-2 Section for relevant information pertaining to the development of IO programs and non-lethal effects.  Participates in the G7 planning process and assists in the development of all IO planning and targeting products.  
(12) Information Operations Targeting Officer (Targeting).  Primary G7 staff coordinator for corps-level non-lethal effects. Responsible for nominating Corps-level targets for non-lethal attack.  Assesses the effects on targets and makes recommendations for continued engagement or adjustment, if required.  Participates in the FSC’s targeting process to include targeting meetings and boards.  Prepares non-lethal input to the FSC’s targeting products.

(a) Provides non-lethal input to the FSC targeting brief in regards to: target location, target audience; desired effects; recommended method of attack; and measure of effectiveness.  Coordinates non-lethal effects efforts with the G7 Directorate’s Plans Section.  

(b) Inputs targets into the ADOCS.  If an ADOCS computer isn’t collocated with the G7 Directorate in the FSC, these must be input via the FDC.  Inputs are done IAW the electronic Air Sup Req and require target location, description, desired effects and kill box if applicable.  Inputs must be made by the night shift and must be completed IAW FSC ATO/ITO battle rhythm.

(c) Updates the targeting folder IAW battle rhythm.

(d) Updates PUD (CG Plans Update) slides  IAW battle rhythm

(e) Updates FSC targeting worksheets (prioritized attack matrix) 

(f) Provides PUD COP and prioritized targets to Targeting Officer IAW battle rhythm

(13) Targeting Intelligence Officer (Targeting) Serves as the G7 directorate intelligence targeting specialist.  Responsible for identifying key target audience communication nodes and key players.  Verifies that IO message is reaching target audience.  
(14) Operational Security Officer (Plans).  Responsible for the management, development, organization, and administration of an OPSEC program for the XVIII ABC G7 directorate.  Provides education and action to ensure the section’s vulnerability threats are mitigated. As required, writes OPSEC plans, annexes, and appendices to OPLANS and OPORDS in relation to XVIII ABC essential elements of friendly information (EEFI) and critical information lists (CIL).  Ensures coalition organizations assigned or attached receive a briefing on OPSEC policy and procedures prior to working in the section.  Attends OPSEC working groups/conferences/ and training when applicable.

(15) STO Planner (Targeting).  Plans, synchronizes, and coordinates execution of Space, STO, and ACCM programs in support of corps exercises and operations.  Specializes in planning of tactically and operationally responsive access to sensitive technologies and spaced based assets, coordinating directly with US Joint Forces Command, US Central Command, Army Staff, and US Army Space and Missile Defense Command for approvals, execution, and support.  Responsible for the readiness and oversight of four Soldiers, one SCIF, and one T-SCIF.

(16) Key Leader Engagement Operations Officer (KLE).  Oversees execution of key leader engagements by corps key leaders.  Synchronizes and de-conflicts with battle space owners to ensure effective application of key leader focus where appropriate.  
(17) Assistant Operations Officer (Current Ops)  Assists the operations officer in all duties and responsibilities.  Acts in the absence of the operations officer.  Conducts off shift monitoring and synchronization of current information operations.
(18) COMCAM Signal Officer (Current Ops).  Provides oversight and synchronization of COMCAM assets attached to the G7 Directorate.  Reviews requests for COMCAM support and provides synchronization of efforts through the IO targeting officer.  Monitors current operations and provides recommendations to the current operations officer on application of COMCAM assets.  
(19) Military Deception Planner (Plans).  Integrates all capabilities into current and future classified operational plans for the XVIII Airborne Corps Commanding General.  Initiates, plans, and coordinates with subordinate units and interagency elements on technical programs and capabilities.  Develops and integrates national strategic plans with special technical operations, information operations and strategic effects to enable executions against enemy forces applying cultural analysis, strategic planning, integrated intelligence and operational assets.  Coordinate and integrate complementary and supporting interagency activities to include assisting in developing plans to counter violent extremists organizations/networks.
(20) CEMA Officer (Plans).  Primary G7 staff coordinator for Corps-level cyber network operations targeting. Responsible for nominating Corps-level NCO targets for non-lethal attack.  Assesses the effects on targets and makes recommendations for continued engagement or adjustment, if required.  Participates in the Information Operations Working Group and FSC’s targeting process to include targeting meetings and boards.  Prepares non-lethal input to the IOWG and FSC’s targeting products.
(21) Assistant CEMA Officer (Plans).  Primary IO staff coordinator for EW.  Responsible for coordinating EW targets, EW taskings and requests, and for de-conflicting EW targets with the G-2 (intel gain vs loss) and G-6 (frequency de-confliction).  Coordinates EW plans and actions with higher, subordinate and adjacent headquarters.  See Chapter 14 Fires (CEMA).  Submits EW targets to the Targeting Officer for input into the IOWG and FSC targeting products.
(22) Future Operations Officer (Plans).  Facilitates the transition of operations from plans cell to current operations cell.  Reviews and prepares OPORDs prior to submission to the current operations cell for execution.  Synchronizes G7 Directorate efforts with other staff sections.  
(23) IO Intelligence Officer (Current Ops).  Serves as the G7 directorate intelligence specialist.  Responsible for evaluating measures of effectiveness for IO products and operations.  Verifies that IO message is reaching target audience.  
(24) Key Leader Engagement Officer (KLE) responsible for managing the KLE cell. Attends the the weekly IOWG, Targeting Board Working Group and dependent on mission STRATCOM Working Group or possible development and execution of Corps KLE WG. KLE cell will provide inputs on scheduled and proposed KLEs to the IOWG, Target WG at a minimum.
(25) Assistant KLE Ops Officer (KLE).  Assists the KLE operations officer in the synchronization and conduct of all key leader engagements.  Provides off shift coverage of engagements when necessary.
(26) KLE Plans Officer (KLE).  Develops target folders for each target identified for key leader engagements with the corps level key leadership.  Conducts necessary research and coordination with battle space owner in order to provide detailed target analysis in advance of all engagements.  Coordinates with KLE operations officer to ensure seamless transition to current operations.  
(27) Assistant KLE Plans Officer (KLE).  Assists the KLE plans officer in the development and preparation of target folders for key leader engagements.  Provides off shift planning and preparation when necessary.
3.  DIRECTORATE FUNCTIONS 
a.  Operations  

(1) Monitoring Operations.  The G7 Directorate monitors the progress of on-going operations to determine progress towards accomplishment of the IO objectives.  Once execution begins, the G7 Directorate monitors the adversary and friendly situations, tracks IO task accomplishment, determines the effects of IO at each phase of the operation, and detects and tracks any unintended consequences.  Both the IOWG and Assessment Working Group are key to execution.  

(2) IO Working Group (IOWG).  See para 4a below.

(3) Analyze.  The IO current operations officer analyzes the progress of the information operation, status of the adversary, and effects in the information environment.   Along with the Assessment Working Group, the current ops officer assess the overall status of the operation.  

(4) Adjust.  If an unexpected incident occurs, the IO current operations officer in coordination with the G3 battle captain coordinates with subordinate command and IO element representatives to develop an appropriate response.  When possible, execution checklists are used by the IO current operations officer as a basis for adjustments to the information operation and to develop tasks to the IO assets.  

(5) Report.  Significant events, and friendly and adversary activity in the information environment is reported to the G7 Directorate from subordinate command and IO element representatives, which in turn are reported to G2/G3 operations and higher headquarters as appropriate.
b.  Planning.  IO is planned as an integral part of the overall operation, not as a separate or parallel operation.  It is a shaping operation that shapes the operational environment in order to support accomplishment of the decisive operation executed by maneuver forces. Depending on the mission, the G7 Directorate uses best practices and tactics, techniques, and procedures (TTP) to support the Army Military Decision-Making Process (MDMP) or the Joint Operational Planning Process (JOPES), as well as supporting the IPB and targeting processes.  The G7 Directorate also develops an assessment plan, to include methods of effectiveness, to determine the effectiveness of IO plans, programs, and activities.

(1) MDMP.  The G7 Directorate participates in all G3 planning sessions.  During the MDMP, the G7 Directorate participates to ensure proper representation ISO the MDMP process.  The G7 Directorate  produces both IO specific planning products and input to the G2 and G3 planners’ products.  Key products produced by the G7 Directorate include the IO concept of support, IO objectives, tasks to the IO elements and to subordinate commands, an IO concept of support sketch, an assessment plan, input to paragraph 3 of the base plan/order, and an IO annex with an execution matrix.  As part of the planning process, the G7 Directorate develops and maintains a current staff estimate for the Information Operation.   See FM 3-13, Appendix A.

(2) Information IPB.  The G7 Directorate develops and maintains a current IPB of the information environment.  The Information IPB serves as the base intelligence document for IO planning, operations, and targeting.  Conducted IAW with FM 34-130, Intelligence Preparation of the Battlefield, the information IPB seeks to define the information environment, determine its effects on operations, determine threat capabilities and vulnerabilities, and estimates threat actions in the information environment.  Information IPB developed by the G7 Directorate consists of: a combined information overlay, center of gravity analysis, threat templates (e.g., decision-making, information infrastructure, information tactics, and information situation), and input to G2 HVTL.  All information IPB products produced by the G7 Directorate are vetted and approved by the G2.

c. Non-lethal effects: The G-7 directorate provides non-lethal input to the FSC targeting process in orderto favorably shape the operational environment.  The IO targeting officer attends all targeting meetings and develops non-lethal target support packets in support of   input to fire support plans and orders.  Key products include: input to essential fire support tasks, input to the HPTL, target nominations for the target synchronization matrix and the ATO.
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 (1) Coordinate.  The G7 directorate performs external coordination with higher, lower, adjacent, supporting, and supported IO staffs to establish communication and reporting procedures and to develop a common understanding of each command’s IO priorities and roles during the operation.  Internal coordination is conducted with the battle staff and IO element representatives to resolve problems and conflicts, and to ensure that planned resources and authorities are available to the information operation.
(2) Synchronize.  G7 Directorate execution checklists are produced as result of MDMP COA Analysis (war game) and pre-mission rehearsals in order to develop standard procedures for responding to anticipated events during mission execution.  Execution checklists are developed for both battle staff events (e.g., shift change) and operational events in the command’s area of responsibility (AOR) (e.g. attacks on friendly forces, hostile demonstrations).  Battle rhythms are synchronized with the battle staff, IO elements representatives, and higher and lower G7 Directorates to ensure suspense and meeting times are coordinated.   

d. Key Leader Engagement.  Key Leader Engagement operations are defined as activities in which coalition forces identify, prioritize, and interact with influential Military and Police Leaders, Political Leaders (Provincial and District), Power Brokers, Tribal Leaders, Village Elders and Religious Leaders for the purpose of garnering the support of their constituencies to assist commanders in achieving their desired effects.  Spheres of influence (SOI), for each General Officer, are defined in the KLE SOI Book (TBP).  Ensure appropriate energies are utilized to capture as much data from engagements at all levels from every area within the information environment.  Topics for engagements should be nested with the higher headquarters priorities during the operation.  

(1) Plan the KLE:

(a) Define the Problem- The problem can be official, unofficial or incident related.

(b) Identify the Target (Key Leader)- Identify the appropriate leader to engage (Military and Police Leaders, Political Leaders (Provincial and District), Power Brokers, Tribal Leaders, Village Elders and Religious Leaders). The Key Leader must be the one that has the influence within his tribe, military unit or government agency.

(c) Identify the Messenger- The messenger must have the background knowledge on the issue(s).  The messenger must understand the Province/District/Village and the groups that inhabit them. The messenger and target must have a good relationship. 

(d) Conduct Target Analysis- What the makes the target tick? What motivates the target?  Know your turf. Know the people, the topography, economy, history, religion, and culture. Know every village, road, field, population group, tribal leader, and ancient grievance. 

(e) Identify Desired Outcome- Identify what we want the target to do/not do or support/not support. Relationship building is the desired effect for Initial meet and greets KLEs and routine meetings. 

(f) Schedule the Meeting- Determine the meeting time and location. Do not schedule a            meeting on religious holidays, during prayer time or during meal time unless the meeting is scheduled as a dinner meeting.

(2) Prepare a KLE: (Utilize engagement Work sheet, See attachment).

(a) Develop Target Folders- Target folders will include a biography, a picture, talking points, previous KLE EXSUM and updated intelligence on the issue(s) and enemy activity. Target Folders are due to the messenger 24 hours prior to the meeting. The overall classification for the target folder must meet specific classification required for the area of operation.

(b) Develop Messages and Talking Points- Messages and Talking Points should be a collaboration between the KLE section and the subject matter expert (SME) related to the issue or platform.

(c) Develop Pre-Brief to Messenger- The G/S2, SME and KLE Officer should give a pre-brief prior to departing for an engagement. The brief should include updated intelligence on the issue(s), enemy activity, timeline and exit strategy. Establish order of events. Designate the note taker. 

(d) Select Linguist/Translator- Best practice is to use the same linguist/translator. This will cut down on introductions before each meeting and allow for the target to become comfortable meeting with the same people. 

(e) CONOP- A CONOP must be submitted for engagements outside the FOB. Include air and ground transportation along with on site security. Have an emergency exit plan.

(f) Joint Visitors Bureau (JVB) - For engagements on the FOB, notify the JVB. 

(3) Execute a KLE: NOTE. A negotiation is a discussion of possibilities, not just a “yes or no” transaction. Treat engagements as a sequential or cumulative process. A KLE with person X sets up the next KLE with person X (for long term effects) or a KLE with person Y sets the conditions for a KLE with person Z.

(a) Order of Events- Adhere to the established order of events to keep the engagement within the time restraints.

(b) Introductions/Pleasantries/Schmooze- In the Afghan culture pleasantries (compliments) are expected. Best practice is to begin each meeting with pleasantries.

(c) Business- No interruptions and turn off cell phones. Whoever called the meeting goes first. Stay flexible and go with the flow. Restate what was agreed upon and what still needs work. If necessary, agree when to meet again. Always under promise and over deliver to your target.

(d) Post Business- Exchange pleasantries and do not reopen issues. 

(4) Assess the KLE:

(a) Debrief- Conduct debrief with the G/S2 rep immediately following the engagement.

(b) Grade Engagement- Score the engagement. Was the desired effect achieved? 

(c) Written Executive Summary (EXSUM)- EXSUMs are due into CIDNE within 72 hours.  (See Attached)

(d) Update Targets Biography (Baseball Card)-  (See Attached).

(e) Update Master KLE Tracker (Format TBP)

(f) Re-Engage Target- Re-engage target if necessary.

e. Assessment.  The primary objective of assessment is to determine if the information operation is having the desired effect on the information environment and the adversary.  The G7 Directorate assesses the status of the information operation by analyzing both trends within the AOR and adversary behavior.  Assessment of IO is based upon the assessment plan developed during the MDMP.   

(1) Monitor.  The IO planner develops measures of effectiveness (MOE) for each IO objective, the IO tasks to be assessed, and the means for obtaining the required information.  In general, assessment is derived from intelligence and operations incidents databases, unit reports and debriefings, intelligence reports, IO element assessments, and the IOWG.  Commanders’ battle update briefings, conference calls, and other meetings attended by G7 Directorate personnel also provide information for analysis.  

(2) Evaluate.  The G7 Directorate uses various tools to establish cause and affect between IO objectives and tasks and changes in the information environment and adversary behavior. 

(a) Trend Analysis.  Trend analysis is used to determine changes in the operating environment.  To conduct a trend analysis the G7 Directorate determines the frequency of analysis based on the battle rhythm, then determines what activity / events must be recorded based on the measures of effectiveness, then establishes baseline activity in the information environment, and finally measures and analyzes magnitude and rates of change to the baseline in terms of time, place, and type of activity.

(b) Impact Assessment.  Impact assessments are used to provide indicators of adversary or third party behaviors or attitudes relative to the IO objectives.  To conduct an impact assessment, the G7 Directorate monitors activity that correlates with the objectives’ effects (positive indicators) and activity that is opposite of the objectives’ desired effects (negative indicators).

(c) Media Analysis.  The G7 Directorate conducts analysis of local and regional media by using open-source intelligence (OSINT).  The focus of the analysis is on media reporting of events in the AOR and of the command’s mission.  The purpose of the analysis is to identify issues important to the populace and possible propaganda and misinformation operations directed against the populace and the command.  Each media report is assessed as positive, neutral, and negative, and as factual or nonfactual.

f. Adjust. 

(1) Assessment allows the IO Chief to decide either to recommend continuing IO as specified by the OPORD, or to alter the plan to fit the situation.  As the situation changes, the IO Chief and the G3 modify tasks or re-direct assets to ensure IO remains fully synchronized with on-going and planned maneuver operations.

(2) Assessment Working Group.  The Assessment Working Group produces the information required to determine effectiveness of the information operation.  Effectiveness is determined by analyzing relevant information and intelligence from unit operations and intelligence reports as well as input from the IOWG.  The information is then applied against the current IO objectives to determine whether the desired effects are being achieved.  The status of each objective is depicted as green, amber, and red.  Attendees to the working group include representatives from the G7 Directorate, G2, G6, MISO, and CA.  The normal composition and agenda of the Assessment Working Group is in the Key Meetings section below.
4. SECTION BATTLE RHYTHM.  Times are based on Corps battle rhythm unless stated otherwise.

a. Key Meetings 

(1) Effects Meeting and Effects Board.  The FSCOORD chairs the targeting meeting.  The

purpose of the meeting is to build a concept of fires for the planned targeting period.  During the meeting the FSC reviews the proposed concept of fires, current HVTL, and the proposed HPTs.  Essential fire support tasks (both lethal and non-lethal) are reviewed and, if necessary, rewritten to reflect the commander’s guidance.  Target sets are developed and paired against available assets.  Attendees from the G7 Directorate are normally the IO targeting officer and the EWO.  The IO targeting officer nominates targets and develops IO targeting tasks to support both the concept of fires and the information operation.  The targeting officer makes inputs to the Effects Board Briefing using the format of method and measure of effectiveness (MOE)

(2) Information Operations Working Group (IOWG).  The purpose of the IOWG is to synchronize and coordinate information activities and efforts in support of the XVIII ABC’s Campaign Plan and Strategic Communication objectives and to ensure Corps HQs and subordinate elements resonate one voice when executing information-related tasks across lines of effort.  The IOWG is lead by the G7 Director or his deputy and encorporates key players from each of the various primary and special staff sections.  During the IOWG, subordinate commands and Corps IO element representatives address the status of tasks directed by the IO execution matrix and discuss their contributions to the information operation.  The IOWG time, agenda and attendees may change based on the phase of the operation or the type of operation.  It should be conducted to meet requirements of the next higher headquarters’ IOWG.  The usual agenda and attendees are depicted below.  At the conclusion of the IOWG, the IO Execution Matrix, talking points and EEFI are updated, and tasks are submitted into the orders production process.
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(3) Higher HQ’s IOWG is attended by IO officers from each component.  The purpose of the working group is to review the information operations of each subordinate command and coordinate cross-boundary efforts.  

5. G-7 Outputs.  The G-7 section produces several products that support the planning and execution of IO. 

a. IO Estimate.  The G7 Directorate initiates development of an IO estimate upon receipt of the mission and develops the estimate throughout the operations process.  The IO estimate provides current information and intelligence on the information environment, as well as friendly and enemy military capabilities and vulnerabilities in the information environment.  It is used to evaluate how IO may support friendly force courses of action.  See FM 3-13 Information Operations, Appendix C.

b. Information IPB.  The G7 Directorate produces and coordinates an IPB of the information environment threat.  An updated information IPB for the command’s area of operations is kept on hand in the G7 Directorate to facilitate planning.   See para 3a(2)

c. IO Annex.  Annex P, the IO annex is produced by the IO planner as part of the G3 planning effort.  The IO annex includes an IO execution matrix that is used by the IO operations officer to track execution of IO tasks.   See FM 34-13 Information Operations, Appendix D-1.

d. IO Summary Report.  A report provided by subordinate units on the status of IO in their respective AOs.  The report provides recent significant activities, current and planned operations, asset status, and assessment of IO objectives, key tasks and engagements.   See para 6a.

e. Talking Point Papers.  Talking point papers coordinate the dissemination of messages between subordinate commands or for special engagements by senior leaders.  Talking points are tailored appropriately for a particular audience.  Talking point documents include a background paragraph explaining each issue followed by a series of messages for use by Soldiers in face-to-face discussions with the local populace, responses to queries, and as media spots.  Talking points are approved by the commander and are issued in memorandum format as part of a “point paper” or published as a sub-section to a FRAGO.  
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f. Execution checklists.  Staff execution checklists are an aid designed to serve as the basis for planning during crisis action situations.   A execution checklist is a generic IO concept of support that addresses a friendly force IO response to a possible battlefield event.  The information contained in a execution checklist is not a final and complete plan, but rather a concept that must be refined to the realities of the situation at hand.  Execution checklists are used by the IO planner to support crisis action planning. See para 6c.

6. REPORTS AND FORMATS

a. IO Summary Report.  Submitted per OPORD/TBD.  See 7-6 for the format.

b. Talking Points.  See 7-5 for format and a sample.
c. Execution checklists.  These are intended to standardize and speed the response to frequently encountered or expected situations.   These are not all-inclusive and should be reviewed to ensure the responses are appropriate.  Subordinate commands should develop execution checklists to meet requirements of each AO.  See 7-1a for execution checklists.

7-1a planning products
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Target Synchronization Matrix

(Dates or Period of Execution)

	Targeting Objectives:


	DECIDE 
	 DETECT & DELIVER
	ASSESS

	TGT SET
	TARGET(S)
	ASSET
	HOW
	WHEN
	EFFECTS
	ASSESSMENT

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Instructions:  The TSM is executed during the time period listed at the top of the matrix.  Individuals or organizations are tasked in the ASSET column to conduct non-lethal engagements against target(s) designated in the TARGET column.  Tasked engagements are executed at, or no later than, the time listed in the WHEN column.   The desired effect of the engagement is listed in EFFECT column.  Once an engagement is completed, the 

individual or organization that executed the action assesses and reports the results based upon the indicators listed in the ASSESS column.

· Target Set – The general grouping (refined from the target category (see HPTL)) to which the target belongs.  Targets are usually organized by set to facilitate the planning of multiple engagements against a single group or organization.

· Target(s) – The person or object to be engaged by non-lethal action.
· Asset – The person or organization tasked to engage the designated target.

· How – The means used to engage the target.  If appropriate, reference the messages to use in engaging the target(s) and attach on a separate enclosure.

· When – The time (e.g., a DTG) the engagement must be conducted.  This may be indicated as “not earlier than (NET)” or “not later than  (NLT)” times.

· Effects – The desired effect of the target engagement.

Assessment – Indictors that will measure the outcome of the engagement.


Execution Matrix
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7-2 Essential Elements of Friendly Information (EEFI)

1.  References:

a.  JCS Pub 3-54, Joint Doctrine for Operations Security, January 97

b.  AR 530-1, Operations Security, March 95

2.  These are the general Essential Elements of Friendly Information (EEFI) that must be protected in order to ensure secure, effective planning and conduct of garrison, combat, combat support and combat service support operations.  This list is not all-inclusive and will be modified as required for specific missions.  As a minimum, the following activities and critical information will be protected or avoided as long as operationally feasible to retain the element of surprise.  

a.  Activities:

(1)  Unscheduled high level staff conferences.

(2)  Cancellation of leave or emergency recall of personnel.

(3)  Changes in working hours.

(4)  Changes in normal communications patterns.

(5)  Increased reconnaissance or deployment of CPs.

(6)  Movements of forces.

(7)  Specified types of uniforms issues (i.e. protective clothing or special uniforms).

(8)  Stand down in preparation for mission execution.

(9)  Use of non-secure means of communication. 

b. Information:  

(1) Plans, orders or concept of operations. 

(2) Rules of engagement.

(3) Current and projected numbers, types and location of units to include combat, combat support, and combat service support.

(4) Command relationships of units.

(5) Times and timelines of key events.

(6) Times and locations of logistics caches or re-supply operations.

(7) Damage reports and casualty reports.

(8) Estimates of effectiveness during combat operations.

(9) Information on unit vulnerabilities and/or weaknesses.  

(10) Collection capabilities and purposes.

(11) Progress/success of collection efforts.

(12) Intelligence estimates and/or expectations regarding computer network log-on identifications, passwords,  network architecture, types of networks, or other information that could be used to gain access to the network or identify network vulnerabilities.

(13) Communications equipment and procedures, including assigned frequencies and call signs.

(14) Locations of critical communications nodes.

(15) Unique equipment, including equipment being tested/evaluated or the presence or  

employment of new or improved technology. 

(16) GO/FO/DV itineraries or schedules of key commanders. 

3.  Report known or suspected OPSEC violations IAW 7-1a.
7-3 Military Information Support Operations

1.  GENERAL

a. Purpose. This Standard Operating Procedures describes how the military information support operations (MISO) section plans, prepares, executes, and assesses MISO in support of 18th Abn Corps operations.

b. References:

(1) FM 3-05.30  Psychological Operations, April 2005

(2) FM 3-05.301  Psychological Operations Tactics, Techniques, and Procedures,  August 2007

(3) FM 3-13, Information Operations, November 2011

(4) Joint Pub 3-13.2, Military Information Support Operations, 20 December, 2011.

(5) Working new keystone doctrine, FM 3-53 Military Information Support Operations

(6) CJCSI 3110.05E, Military Information Support Operations Supplement To The Joint Strategic Capabilities Plan, 30 September 2011.

c. MISO Mission:  During exercise and contingency operations, the MISO section coordinates and integrates MISO with inform and influence activities in order to achieve information superiority (IS) at the critical times and places on the battlefield to support the success of the commander’s concept of the operation and the commander’s intent.

2.  SECTION ORGANIZATION AND RESPONSIBILITIES

a. Organization.  The MISO section is the subject matter expert for all existing or planned MISO operations and authorities that may support or affect the Corps.  The MISO Officer/NCO is assigned to and works in the IO cell, unless he is dual-hated as the Targeting Officer.  In this case, he will work primarily in the FSC, but have duties in the IO Cell to assist with plans and operations.  The MISO NCO also performs duties as the IO section NCOIC. The MISO section requires augmentation to perform its 24 hour MISO functions especially when organized as a JTF HQ.  XVIII Airborne Corps does not have an assigned psychological operations unit or capability.  When required, MISO assets will be attached or in direct support (DS) for operations. The corps headquarters organic capability is limited to planning at the operational and tactical levels with coordination possible to the strategic level.  The JTF headquarters will plan and execute MISO using a JPOTF or equivalent type element at the operational level and support tactical operations as needed.  Augmentation requirements are based on each mission and the role of the corps. 

(1) This is the manning document for the XVIII ABC organized as a subordinate corps or as a JTF:

Title



Grade
MOS

Organization

Position

MISO Officer

O-5
37A

18 Abn Corps
IO day shift

MISO NCO


E-8
37F

18 Abn Corps
IO day shift

Asst MISO Officer
O-4
37A

18 Abn Corps
IO night shift

CPSE (4-6 pax)

ANY
37F 

USAFORSCOM*  OPS/Plans/FSC/CREAR

* Augmentation request        

(2) These manning documents will be adjusted based upon mission requirements and commander's guidance.  

b. Duties.

(1) MISO Officer/NCO.  The MISO Officer/NCO’s primary functions are to plan and assess MISO as characterized by centralized planning and decentralized execution.  Planning and preparation are conducted in coordination with the G2, G3, FSC, G6, as well as with representatives of the IO related capabilities---Civil Affairs (CA), and Public Affairs (PA).  Execution of MISO is conducted by using both supporting and subordinate assets and is monitored by IO section personnel.  Assessment is accomplished in coordination with the G2, G3, G5, G6 and FSC.  

(2) Assistant MISO Officer.  Staff coordinator to the FSC and is usually the MISO Officer/NCO unless there is a MISO augmentee.  Responsible for developing and nominating MISO targets for lethal and non-lethal effects.  In conjunction with the FSE, assesses the engagement of MISO-related targets.  

3.  SECTION FUNCTIONS AND PROCEDURES

a. Planning.  MISO is planned as an integral part of the overall operation, not as a separate or parallel operation.  It is a tool that shapes the environment in order to support accomplishment of the decisive operation executed by maneuver forces. The MISO officer performs functions similar to those of a liaison officer (LNO) in that he does not plan MISO but coordinates and integrates MISO with IO. However, in the absence of a Corps Psychological Operations Support Element (CPSE) the MISO officer/NCO may be required to write the MISO appendix to the IO annex for plans and orders (See 7-3b for example). The attached tactical Psychological Operations Company (TPC) supporting the division (or Service equivalent) or tactical Psychological Operations battalion (TPB) supporting the corps (or Service equivalent) plans and executes MISO for the supported commander under the staff supervision of the G-3. The MISO staff officer in the supported division or corps G-3 must maintain a close relationship with the supporting TPC or TPB to coordinate planned MISO with IO.

(1) CPSE. The CPSE is a tailored element that can provide MISO support. PSEs do not contain organic C2 capability; therefore, command relationships must be clearly defined. The size, composition, and capability of the PSE are determined by the requirements of the supported commander. A PSE is not normally designed to provide full-spectrum MISO capability; therefore, reachback is critical for its mission success. A PSE is often established for smaller-scale missions where the requirements do not justify a POTF with its functional component command status. A PSE differs from a POTF in that it is not a separate functional command. A PSE normally works for the supported force S-3, G-3/G-7, J-3. A PSE can work independent of or subordinate to a POTF and, as such, provide MISO planners with a flexible option to meet mission requirements. A PSE can provide a wide range of MISO support options, ranging from a small C2 planning capability up to, but short of, the level of support requiring a more robust C2 structure normally provided by a POTF. A further discussion of a PSE is found in Chapter 4, FM 3-05.301.

(2) MDMP/APEX.  The MISO Officer/NCO augments the G7 in planning sessions as required.  The MISO section produces both G7 specific planning products and input to the G2 and G3 planners’ products.  Key products include MISO tasks in support of IIA objectives, input to the IIA concept of support sketch, input to paragraph 3 of the base plan/order, and a MISO appendix.  See 7-3a for a Quick-Reference Guide to MISO input to the planning process. 

(3) Information IPB.  The MISO section coordinates with the G7 for developing and maintaining the current IPB of the information environment. This IPB with G2 input drives the MISO targeting process.  For detailed information concerning the MISO IPB process and MISO Estimates refer to FM 3-05.301, Chapter 3.

(4) Targeting.  The MISO section provides input to the G7 for inclusion with the targeting process used by the FSC in order to plan and execute to achive desired effects on approved targets.  The MISO Officer attends all targeting meetings and develops MISO input to fire support plans and orders.  Key products include: input to essential fire support tasks, input to the HPTL, target nominations for the target synchronization matrix and ATO, and input to the combat assessment process.  The standard request for MISO support from the CFACC/JFACC is the Air Support Request.  See 7-4.

(5) Coordinate.  The MISO staff performs external coordination with higher, lower, adjacent, supporting, and supported MISO officers/elements to ensure that MISO effects don’t conflict with their operations.  Internal coordination is conducted with the G7 to carry across the staff element representatives to resolve problems and conflicts and ensure planned resources and authorities are available.  

b. Execute

(1) Monitoring Operations.  The MISO Current Operations Officer (when augmented) monitors the progress of on-going MISO operations to determine progress towards accomplishment of MISO tasks.  Once execution begins, the MISO Current Ops Officer monitors the adversary and friendly situations, and makes inputs into the MISO Officer tracking task accomplishment.  The MISO Officer determines the effects of MISO at each phase of the operation, and detects and tracks any unintended consequences.  The FSC, IOWG, and Assessment Working Group are key to execution.  

(a) FSC.  The G7 monitors the engagement of MISO nominated targets and recommends re-engagement or changes in targeting priorities based on input from the MISO section. 

(b) IO Working Group (IOWG).  The IOWG is the G-7’s meeting designed to monitor, coordinate and synchronize IIA activities and assigned tasks of the IIA elements and supporting elements.  This includes MISO tasks.  See 7-1.  

(2) Analyze.  The MISO section assists the G7 in analyzing the progress of the IIA operation, status of the adversary, and changes in the information environment. 

(3) Adjust.  If an unexpected incident occurs, the IO current operations officer in coordination with the MISO Current Operations Officer and G3 battle captain coordinates with subordinate and superior commands to develop an appropriate response if required. 

(4) Report.  Significant events and friendly and adversary activity in the information environment are reported to the MISO/IO section from subordinate command and MISO element representatives, which in turn are reported to G2/G3 operations and higher headquarters as appropriate.  See Tab C for the LNO SITREP format.

c. Assessment.  The primary objective of assessment is to determine if the information operation is having the desired effect on the information environment and the adversary.  The MISO Officer assesses the status of MISO by analyzing both trends within the AOR and foreign audience behavior.  Assessment of MISO is based upon the assessment plan developed during the planning cycle. The MISO section develops measures of effectiveness (MOE) for each MISO task to be assessed, and the means for obtaining the required information.  In general, assessment is derived from intelligence and operations incidents databases, unit reports and debriefings, intelligence reports, IO element assessments, and the IOWG.  Commanders’ battle update briefings, conference calls, and other meetings attended by IO section personnel also provide information for analysis.  

4.  SECTION BATTLE RHYTHM---times are based on Corps battle rhythm unless stated otherwise.

a. Key Meetings 

(1) Effects Meeting.  See 7-1.  Attendees from the MISO section are normally the MISO Targeting Officer, and the MISO planner.  

(2)  Assessment Working Group.  See 7-1.  Attendees include the MISO Officer. 

5.  IO PRODUCTS.  The IO section produces several products that are distributed within the staff as well as to subordinate units, to support the planning and execution of IO. 

a. MISO Appendix.  See 7-3bB for example. See FM 3-13 Information Operations for additional information.

b. Air Support Request.  See 7-3a.  

6.  REPORTS AND FORMATS

a. IO Summary Report.  Submitted per OPORD/TBD.  See 7-6.

Enclosures:

7-3a Quick Reference Guide to MISO input to the MDMP

7-3b Example MISO Annex/Appendix

7-3c LNO SITREP Format
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nonfunctional area units capable of assisting in functional area operations (such as non-engineer
units capable of emplacing scatterable mines). Indicate designation, location, and outine of the
plan of higher, adjacent, and other PSYOP assets that support of would othervise have an impact
on the issuing HQ or would require coordination, and any other assats suPpOItg the unit.

. Attachments and Detachmens. List units attached or detached only as necessary to clarify task
organization. Highlight changes in PSYOP task organization that occur during the operation,
incluging effective times or events
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3. EXECUTION,
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(2) Igenity TAs in the AR include key communicators. Igentiy relevant background
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a. Command-Regulated Classes of Supply. Highiight subordinate allocations of command-regulated
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b. Signal Identify and explain unique PSYOP-related acronyms and abbreviations.
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B. Time Period Covered (in DTG form)
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[attachment.)
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7-4 Military Deception
1.  GENERAL

a. Purpose. This Standard Operating Procedures describes how the MILDECO plans, prepares, executes, and assesses Military Deception (MILDEC) operations in support of 18th Abn Corps operations.

b. References:

(1) Field Manuals:

(a) FM 90-2, Military Deception, (Draft) 

(b) FM 3-13, Information Operations, November 2003

(c) DA Military Deception Planner’s Guide (SECRET/NOFORN)

(2) Joint Publication: JP 3-58, Joint Doctrine for Military Deception, May 1996

a. IIA Mission:  During exercise and contingency operations, the G7 Directorate plans, prepares, executes, and assesses MILDEC operations that achieve Information Superiority (IS) at the critical times and places on the battlefield to support the success of the commander’s concept of the operation and the commander’s intent.

b. Concept of Support:

(1) The G7 Directorate plans and conducts MILDEC operations when directed by a higher headquarters, or

the CDR, 18th Abn Corps and is planned as an integral part of the operation.  This is accomplished by taking actions that deliberately mislead adversary military decision makers as to friendly military capabilities, intentions, and operations, thereby causing the adversary to take specific actions or inactions that will contribute to the accomplishment of the objectives and effects designated by the commander.

(2) Planning and preparation are conducted with lateral and vertical coordination and is approved

by the headquarters two echelons higher.  Higher and lower echelons must be aware of each other’s MILDEC in order to avoid compromising operations

(3) MILDEC is integrated into maneuver operations by using the Military Decision-Making Process 

(MILDECMP) and the Decide, Detect, Deliver, and Assess (D3A) targeting process and parallels the overall operation.  See FM 3-13 Appendix A. 

(4)  The deception plan is published separate from the OPLAN/OPORD and is only released to the minimal numbers of personnel needed to execute the operation.  

2.  SECTION ORGANIZATION AND RESPONSIBILITIES

a. Deception Officer.  Primary G7 staff coordinator for military deception (MILDEC) planning.  Supervises MILDEC activities and recommends the deception target, deception objective and deception story. The MDO or authorized representative attends but does not participate in the IOWG and Targeting Working Groups due to the fact that most attendees will not be read-in to MILDEC plan.  Recommends status and monitors participation of witting and unwitting participants in MILDEC operations. Responsible for coordinating the deception plan with higher headquarters and affected staff sections and units.  Integration with OPSEC, Space (STO), CYBER and the G3 Plans/OPS and FECC is essential. 

3. SECTION FUNCTIONS AND PROCEDURES.  DA’s Military Deception Planner’s Guide (SECRET/NOFORN) provides all the guidance, TTPs,  and product requirements required to conduct MILDEC.  It is available through the 1st IOC’s SIPRNET web page and is posted in the “IO toolbox” under the “Deception” tab.

7-5 Themes, Messages, and Talking Points

Talking Points

(Date and Subject of Talking Points)

Purpose:  The intent of this document is to provide leaders and soldiers with general talking points for use in conversation with the local populace and community leaders.  Talking Points are unclassified.  They are intended to provide the basic information and direction for conversations that are appropriately tailored for a given audience.  Know your audience. 

You should not read these talking points verbatim.   Not all talking points should be provided to every audience.  Present only those talking points appropriate to the situation.  Background paragraphs are provided solely for the use of the person delivering the talking points and should not be read or presented to the populace.  

BDA Reporting:  Send any reports concerning the usefulness or validity of these talking points to (Fill in the POC with phone number). 

Background:  (A succinct paragraph that provides the user with a clear understanding of the intent of the talking points.  Provide the 5 W’s (who, what, when, where, and why) of the subject.  Include dates and key facts, as well as a synopsis of the event(s) that have led to the creation of the talking points.) 

Talking Points:  (List talking points by audience)  

General Guidelines for Talking Points:

1. Write in simple English. Complex words and phrases do not translate well.

2. Do not use informal language or slang terms. A talking point may not translate properly if it contains non-standard English words or phrases.

3. Keep talking points short.  Complex, compound sentences are challenging to the disseminator, translator, and receiver alike.  Limit each talking point to one sentence and minimize internal sentence punctuation. 

4. Each talking point should contain only one thought.

5. Tailor talking points to the disseminator and the audience.  Some messages will overlap audiences.

6. Keep the talking points manageable. General rule of thumb is about five to seven talking points per subject or audience. 

7. Order the messages from first to last. The sum of all the messages should convey a message to the intended audience. 

8. Put a bottom line up front and a summary message at the end.  The first message should contain the most important thought. The last message should re-state the first message.

Example Talking Points:

· Violent action will not improve your situation.

· Further violence will result in a suspension of security escorts for convoys to and from Serbia.

· Without escorts, there will be no convoys to and from Serbia.

· Without convoys there is no way for anyone in Strpce to go to Serbia.

· Peaceful means must be used to resolve your grievances.

7-6 IIA Summary Report

      IIA Summary Report

UNIT:

SUBJECT:  Information Operations Daily/Weekly Assessment

DATE PREPARED:

TIME PERIOD COVERED: 

1.  IO Assessment: This portion must focus on assessment of all IO tasks and specific assessment

requirements that were assigned to your unit on the Target Synchronization Matrix and/or the IO Execution Matrix.  Be sure to include assessment of local meetings, media events and Holiday/Religious/Political events.

a.  Target Synchronization Matrix  

(1)  Task:

(2)  Assessment:

b. IO Execution Matrix 

(1)  Task:

(2)  Assessment:

2.  Significant Activity:  This portion should report on all significant IO activities that occurred in your

AO.  If something isn’t on this list, but is deemed important, then it should be added.  If the events below do not apply to your unit, reply “Nothing Significant to Report (NSTR).” 

a.  Anti-US/Coalition

(1) Violent attacks:

(2) Rock throwing incidents:

(3) Demonstrations against US:

(4) Anti-US propaganda / rhetoric (handbills, signs, graffiti etc):

        b.  Ethnic Conflict

(1) In-group/Out group violence (rock throwing, road blocks etc.)::

(2) Religious violence:

(3) Flag-waving incidents:

(4) Civil disturbances / demonstrations (road blocks etc)

      c.  Political Violence

(1) Incidents of political violence:

(2) Incidents of political intimidation:

       d.  Establishment of Stable Environment

(1) Return of IDPs and refugees:

(2) Incidents of ethnic, political cooperation, or cooperation with US forces:

e.  Positive Events


(1)  Peaceful Demonstrations.


(2)  Refugee and IDP Returns.


(3)  Inter-Ethnic Business.

3.  Good news stories: Focuses on the things US/Coalition is doing to help the local populace.

4.  Recommendations for future IO tasks and assessment:

5.  POC:
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Talking points provide the command message


Derived from, and coordinated with,  TSM messages, PAO press releases, MISO products


Used by leaders and Soldiers


Subordinate units add, delete, or modify talking points to suit their sector
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Depiction of an organization’s

decision

-

making:  

•

Key leaders; their personal 

characteristics & leadership 

styles.   

•

Description how activities

are planned, supervised, 

& coordinated).

Informal 

Organization Structure

Depiction of informal linkages

between sub

-

elements and 

other external organizations:

•

Special staffs and elements.

•

Informal leaders and

relationships.

Military

Civil

Political
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Other
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Other
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(Describes 

how
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Doctrinal Employment

Information Tactics

Template

Information Assets & Activities

Description of information

assets:

•

  Assets that the adversary

   may use to influence the

   information environment.

•

  Organization of units  to

   which assets are assigned.

•

  Characteristics of

    information assets.

Scaled graphic of how  the 

adversary will use its info

assets:

•

  Unit / asset locations.

•

  Offensive info capabilities.

•

  Defensive info capabilities.

•

  Information vulnerabilities

  

 and susceptibilities.

Description of how assets

will be doctrinally employed to

contribute to the adversary’s

operations.

EW

Propaganda

Public Information

•

  _________

•

  _________

•

  _________

•

  _________

EW

Propaganda

Media

•

  _________

•

  _________

•

  _________

•

  _________

HUMINT
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[image: image25.wmf]Information Situation Template

(Describes 

when, where, & why

 the adversary will attempt

 to achieve info superiority)  

Information Situation

Template

Map that depicts how  the

adversary will attempt to

achieve info superiority:

•

  Location & vulnerabilities

   of critical links & nodes.

•

  Location of offensive &

   defensive critical info

   assets.

•

 

 Likely information concept

   & objectives.

•

  Likely task & purpose of

   each critical info asset.

The decision-making, info

infrastructure, & info tactics

templates are analyzed

relative to:

•

  Battlespace & information

   environment effects.

•

  Adversary operation

   objectives and scheme

  

 of maneuver.

•

  Adversary information

   infrastructure, assets,

   capabilities, &

   vulnerabilities.

•

  Adversary decision points.

Information Tactics

Template

•

  _________

•

  _________

•

  _________

•

  _________

Decision-Making

Template

Information

Infrastructure Template

•

  _________

•

  _________

•

  _________

•

  _________

Decision Point 1

•

  _______

•

  _______

•

  _______

•

  _______
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Assessment Tasks

Objective 1:  Reduce obstructionist leaders’ influence on local 

populace.

Objective 2:  Reduce populace participation in ethnic motivated 

violence. 

Target Sets

Messages

1.  Ethnic violence hurts economic development.

2.  The future is with the International Community. 

TF Assets

Maneuver Battalions

Coordinating Instructions

T: Engage populace.

P: Reduce ethnic violence.  

T: Exploit incidents of ethnic 

cooperation.

P: Promote ethnic integration.

T: Exploit assistance to populace.

P: Demonstrate support to populace.

T: Exploit assistance to populace.

P: Demonstrate support to populace.

T: Engage local leaders.

P: Reduce political violence.

T: Engage local leaders.

P: Reduce political violence.

T: Engage populace.

P: Reduce ethnic violence.

T: Engage populace.

P: Reduce ethnic violence.

T: Engage local leaders.

P: Reduce political violence.

T: Engage local leaders.

P: Reduce political violence.

T: Assess populace.

P: Determine attitudes. 

None

T: Assess local leaders.

P: Determine attitudes. 

None

None

None

None

None

None

None 

Political

Do not  

Leaders     

interfere in

KFOR 

operations.

Civil           

Cooperate 

Leaders         

with KFOR.

Religious            Cooperate

Leaders               with KFOR

Populace            Violence 

Groups               does not

solve

anything.
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Civilian info infrastructure must be interdicted to reduce threat advantage

    Coax          Roads          Key Nodes           Info Flow

External info flow & influence from neighboring country

Info Sub-Environment B: Central Mountains

		 Populace: Sparsely populated by Group Y

		 Info flow: Information vacuum

		 Info infrastructure: Canalized along ground LOCs

		 Support: Ambivalent toward government-regime

		 No significant impact on friendly force operations



Info Sub-Environment A: Northern Plains

		 Populace: Group X Majority (80%)

		 Info flow: Primary info source is outside country

		 Info infrastructure: Underdeveloped & dilapidated 

		 Support: Largely anti-government regime 

		 Favors friendly force operations



Info Sub-Environment C: Southern Plains

		 Populace: Densely populated by Group Y (95%)

		 Info flow: Follows ground LOCs

		 Info Infrastructure: Well developed info



  infrastructure; supports military C2; key nodes in

  cities

		 Support: Strong support for current gov’t regime

		 Favors enemy operations



Example Combined Information Overlay
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Information Infrastructure Template

(Describes what information nodes, links, and systems an organization uses)

Nodes, Links, and Systems

Organizational Structure 

Information 

Infrastructure Template

Formal and informal block and linkage charts from the decision-making template.

Depiction of the information

infrastructure:

		  Nodes -- communications 



   centers such as command 

   posts or TV / radio stations.

		  Links -- connecting 



   elements between nodes. 

		  Systems -- equipment types



   & operating parameters.

		  Supporting systems.











Depiction of information flow 

within an organization:  

		  Identification of critical systems



   and linkages.

		  Description of how information 



   is collected, processed & 

   disseminated.

From Templating the Information Threat
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Asset



IO Tasks

Targeting

(See current TSM for specific

engagement information)









Targeting 

Objectives

& Essential

Tasks

IO Themes



405 PSYOP



623 MPAD





211 CA

Combat 

Camera

TF 1-1IN



TF 2-3 AR



TF 4-5 IN



GREEK BN



POLISH BN



RUS BN





Assessment Tasks















Objective 1:  Reduce obstructionist leaders’ influence on local populace.



Objective 2:  Reduce populace participation in ethnic motivated violence. 

Target Sets

Messages

1.  Ethnic violence hurts economic development.

2.  The future is with the International Community. 







TF Assets

Maneuver Battalions

Coordinating Instructions

T: Engage populace.

P: Reduce ethnic violence.  

T: Exploit incidents of ethnic cooperation.

P: Promote ethnic integration.

T: Exploit assistance to populace.

P: Demonstrate support to populace.

T: Exploit assistance to populace.

P: Demonstrate support to populace.

T: Engage local leaders.

P: Reduce political violence.

T: Engage local leaders.

P: Reduce political violence.

T: Engage populace.

P: Reduce ethnic violence.

T: Engage populace.

P: Reduce ethnic violence.

T: Engage local leaders.

P: Reduce political violence.

T: Engage local leaders.

P: Reduce political violence.

T: Assess populace.

P: Determine attitudes. 

None



T: Assess local leaders.

P: Determine attitudes. 

None



None



None



None



None



None



None 

Political	       Do not  

Leaders     	       interfere in

                            KFOR 

                            operations.





Civil                     Cooperate 

Leaders               with KFOR.



Religious            Cooperate

Leaders               with KFOR





Populace            Violence 

Groups               does not

                            solve

                            anything.
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Combined Information Overlay

(Portrays information environment effects military operations )  

Terrain

Info Distribution & Flow

Populace
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Civil (Info) Infrastructure

Combined Information Overlay

Physical

Domain
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Cognitive

Domain

Perceptions & awareness

Significant Characteristics of the Info Environment:
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TARGET 

CATEGORY

TARGET 

SET

HIGH-PAYOFF TARGETS





MUNCIPALITY X

MUNCIPALITY Y







MUNCIPALITY Z





POLITICAL PARTIES















CIVIL  GOVERNMENT























RELIGIOUS

ORGANIZATIONS
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PARTY C























MUNICIPALITY

 X





MUNICIPALITY

 Y





MUNICIPALITY

 Z

CHURCH

COUNCIL

Party A President

Party A Vice President

Party B President

Party B Vice President

Part y B Executive Secretary

Party B Leader

Municipal President

Municipal Vice President

Council President

Council Member

Council Member

Council President

Municipal President

Council Member

Village Mayor 

Council President

Council Leader

Religious Leader

Council Member

X

X
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X
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Information Situation Template

(Describes when, where, & why the adversary will attempt

 to achieve info superiority)  

Information Situation

Template

Map that depicts how  the

adversary will attempt to achieve info superiority:

		  Location & vulnerabilities 



   of critical links & nodes.

		  Location of offensive & 



   defensive critical info 

   assets.

		  Likely information concept  



   & objectives.

		  Likely task & purpose of 



   each critical info asset.

The decision-making, info

infrastructure, & info tactics templates are analyzed

relative to:



		  Battlespace & information



   environment effects.



		  Adversary operation 



   objectives and scheme

   of maneuver.



		  Adversary information



   infrastructure, assets, 

   capabilities, & 

   vulnerabilities. 

   

		  Adversary decision points.



Information Tactics

Template

Decision-Making

Template

Information 

Infrastructure Template

Decision Point 1
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Decision-Making Template

(Describes who in the organization makes decisions)

Formal 

Organization Structure

Decision-Making

Template

Organization charts that

display and explain:

		 Sub-element linkages; both 



   hierarchical &functional.

		 Sub-element functions.

		 Formal leaders & linkages.



Depiction of an organization’s

decision-making:  

		  Key leaders; their personal 



   characteristics & leadership 

   styles.   

		  Description how activities



   are planned, supervised, 

   & coordinated).

Informal 

Organization Structure

Depiction of informal linkages

between sub-elements and 

other external organizations:

		 Special staffs and elements.

		 Informal leaders and



  relationships.

Military

Civil

Political

Religious

Other

From Templating the Information Threat
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Information Tactics Template

(Describes how the adversary employs available information assets)

Doctrinal Employment

Information Tactics

Template

Information Assets & Activities

Description of information

assets:

		  Assets that the adversary



   may use to influence the

   information environment.

		  Organization of units  to



   which assets are assigned.

		  Characteristics of



    information assets.

Scaled graphic of how  the 

adversary will use its info

assets:

		  Unit / asset locations.

		  Offensive info capabilities.

		  Defensive info capabilities.

		  Information vulnerabilities



   and susceptibilities.

Description of how assets

will be doctrinally employed to

contribute to the adversary’s

operations.

EW

Propaganda

Public Information

		  _________

		  _________

		  _________

		  _________



HUMINT
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